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« Whatis Iriage

 \What are the reasons for Triage in the context of
GDPR

 Describe a comprehensive privacy program

 (Contrast with a Triage approach




What is Triage




What is Triage
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“assigning of priority order to projects on the basis of
where funds and other resources can be best used, are
most needed, or are most likely to achieve success”
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Reasons for Triage

° Lil’ﬂi[@d Time IN CASE OF ZOMBIE ATTACK

 Limited Budget m

YOU DON'T NEED

e Supervisory Authorities TO OUTRUN THE

Limited Attention ZOMBIE
* S0 Many Other Well-
Deserving largets ﬁ% x
YOU JUST NEED
TO OUTRUN
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Expectation vs. Reality
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The difference between treatment and triage

A comprehensive privacy

program

What you want to address in the fullness of time...

. Maintain Governance Structure

. Maintain a personal data inventory
and data transfer mechanisms

. Maintain internal data privacy policy
. Embed data privacy into operations

. Maintain training and awareness
program

. Manage Information Security Risk
. Manage Third-party risk
. Maintain Notices

. [Respond to requests and complaints
from individuals

*  Monitor for new operational
practices

. Maintain data privacy breach
management program

. Monitor data handling practices
. Track external criteria

Triage

What you are left doing in the time you have available...

Understand where your data is and
how it is moving

Ensure your privacy policy reflects
what you are doing with personal data

[Be able to honour what you commit to
Ensure you can respond to subject
access reguests — what do you Rnow
about an individual

[Be able to respond promptly to issues
and complaints, and de-escalate at the
lowest level possible

[Be able to respond to inguiries about
the state of your privacy program —
what is your story?

Empower customers to make privacy
choices



Nymity Privacy Management FrameworR

1. Maintain Governance Structure
Ensure that there are individuals responsible for data privacy, accountable management,
and managament reporting procedures

anacy Management Activities
hssign respansitiity for data privacy 1 an individsal
Ofices, Privacy Counsel, CPO, Representative)

g Pivacy -

data privacy

ge
mishers (.3, informabon security mrkeing, o)

Nymity Privacy Management Accountability Framework

A Menu of Privacy Management Activities (Technical and Organizational Measures)

5. Maintain Training and Awareness Program
Provide ongoing training and awareness to promote compliance with the data privacy policy
and to mitigate cperational risks

Privacy Management Activities
+ Conduct privecy raining * Mainkin privacy swareness malerial (e.g. posters and videos)

+ Conduct privacy swareness events (e.g. an annusl dsta privacy

+ Conduct reguler commurication between the privacy ofice, privacy + Require employses i acknowledge and agree to adhere o the
network and athers respansitlelacoouriatle for data privac data pivacy policies

2. Maintain Personal Data Inventory and Data Transfer Mechanisms
Maintain an inventory of the locaion of key personal data storage or personal data flows,
including cross-bordar, with defined dasses of personal data

Privacy Management Activities

+ Mainksin an imventory of personsl dati holdings (what persanal
data s held and where)

+ Classify personal dasta halings by type (e.g. sensifive, confidential,

+ Use Binding Corporate Rudes &5 & dafa bansfer machanism
+ Use contracts 5 3 daf ¥ansler mechanism (e.g. Sandrd
Cortrachual Clauses)

peblc) + Use APEC Cross Border Privacy Rules a5  dats bansier
+ Ottain regulstor spproval for data processing (where prior approval  mechanism
s requied) + Use the EULUS Privacy Shiekd a5 2 defs ranséer mecharism

with reguisiors (where registafion i required)  + Use reguiaior approvl as a dats ransler mecharism
-Luummn‘amhﬂ(egmwmxmm « Use ad or one of the devogat sd

processes, between counties) g. consent, performance of a contract, public inferest) as
+ Mainksin records of the ransier mechanism used for coss-barder ta transter mecharism

dats flows (g standard conrachual clsuses, binding comporate

rukes, approvals fom reguistors)

3. Maintain Internal Data Privacy Policy
Maintain a data privacy policy that meets legal requirements and addresses operasional risk
and risk of harm fo individuals

Privacy Management Activities
+ Mainksin 2 dsta privacy policy

+ Maintsin an emplopes dsta privacy policy

+ Maink

+ Document legal basis fo processing perscnd data
* Intngrate ethics inko dafa processing (Codes of Conduct, policies
and other measures)

4. Embed Data Privacy Into Operations
Maintain operational policies and procedures consistent with the data privacy policy,
legal requirements, and operational risk management objectives

anacy Management Activities

+ Mainksin pobciesiprocedures kx colection anduse of senstive  + Iningraie diska privacy inko hiing practices

personsl dats (ndluding biamekic dafs) * Infigratie deta privacy inko the organizaion’s use of social media
polciesiprocedures for collecton and use of chiden and  + Inigrafie data privacy inko Bing Your Own Device (BYOD)
! persanal defa poiciesirocedures
olciesiprocedures for mainkaining data q.»aih * Intigratie deta privacy inko health & safely pracices

for * Integrate deta privacy inko interacions with works councls
esiprocedures 1 feview processing cndaded whally * Iningrafi deta privacy inko pracices for m employees
o partially by aupmated mears + Intigrae dets privacy into use of CCTVIvideo suneilance
* Maitsin pobciesiprocedures for secondary uses of personsldata  + Inegrafedata rivacy ko use of geo-icaton (¥acking and ox
s o oteaining v rsent locshon) deces
res for secure desirucion * Intngrate deta privacy
+ Integrate dats pivacy ino use of cookies and y pany e<mai accounts
s privacy o records retenton practoes. * Integrate deta privacy inko edecovery pracices

sy o direct marketing pracices * Intigrate deta privacy ino conducting inlernal imesfigafions

* Integrate dats pivacy ino e<mal markeing practices * Iningrate deta privacy inio pracéices for disdlosure to and for kew
+ hhiegrate dats pivacy ino islemarketing pracices enforcement purposes
* hteg pivacy {eg. online,  + Intingrate deta privacy inko ressarch pracices fe.g. scientiic and

mabde) historical ressarch)

segarting acosss

r’ :!-F

+ Engage senior management in data privacy (3. atthe Bosrd of  + Report toimiemal siakehokders on the stakus of privacy duyfweet)
Directors, Execufive Commities) mmmx {e.g. board of direciors, management) + Incorporate data privacy o operaional raining, such as HR, * Measure parficipation in ata privacy ¥aining acrbes.

+ Agpont  Data Protecion OficerOffcial (DPO) in anind privacy seasty, cal cenbe {e.g. number of participanis, scaring)
oversight role maragement fe.g. reguisiars, hird-partes, chents) + Defver ¥aringizwareness in response i Smely ssueshorics + Enkorce the requirement i complete pivacy ¥aining
+ Assign respansitisty for data privacy thioughout the organizaion  + Canduct an Enterprise Privacy Risk Assessment + Deliver 3 privacy newsleter, or pivecy ko esisting and training fox the Privacy Ofice
(e:3- Privacy Network) * Intigrate dsta privacy inko business risk andior DPOs.

+ Maitsin roles and responsibiies for individusls respansitie o+ Maintain a Privecy Stategy - Provide  recsiry of pacy infomation (e an lernal dots Mot calicaion for indadusls esponsie o data priacy.
datia privacy (e.9. job descriptions) * Maintan 2 prvacy program charlerimission stslement prvacy n¥anef) inchuding continuing professional education

6. Manage Information Security Risk
Maintain an information security program based on legal requirements and ongoing
risk assessments

Privacy Management Activities
+ Inlegrate data privacy riek into securly risk assessments
. Y nfor pokcy

es 3

fremalls, manitring)

*+ Maintsin messures 1o encrypt personal dats

+ Mantsin an acosptable use of information resaurces pocy

+ Manntsin procedures 10 restrict access 10 personal data
(e:3. rle-based access, segregason of duses)

ot data privacy into business confinuiy plans

* Vot 3 demsprvenion sy
+ Canduct f data securdy poshire

* Maintn  securitycrfication {eg.150)

7. Manage Third-Party Risk
Maintain confracts and agreements with third-parties and affiiates consistent with

the data privacy policy, legal requirements, and operational risk tolerance

Privacy Management Activities
* Maintsin dats privacy requiremens for bird parbes (e.g. dierds,
vendors, processors, afiistes) intan procedures 10 address nstances of non<compliance
* Maintsin procedures 10 execule conracs or agreements Wit m convacts and agreements
ol processers . C - iy "
+ Conduct due isgence around the cata privacy nd secuity securty posture of vendorsiprocessors
pashure of poteriial vendorsiprocessors * Revew for new or eveh
+ Conduct due diligence on thind party dats sources
« Maintsin a vendor data privacy fisk assessment procsss

- Mol 2 palicy governing use of doud providers

8. Maintain Notices
Maintain nofices to individuals consistent with the data privacy policy, legal requirements,

and operational risk tolerance

Privacy Management Activities
+ Maintsin a dsta privacy notice that detais he oy
personal data handing pracéices

. d terms
* Maintzin scipts for use by employees 1 explain o provide the

 Provide data privacy nobice at al points where personal data is dta privacy notice
colectes * Maintain a privacy Seal or Trustmark cn the wetsie toincrease
+ Provide rofice by means of cn-locsion signsge, pasters custome frust

+ Provide rofios in markeing cammunicabons fe.g. emais, fyers, |
o)

™

@)

Privacy Management Activities

* Maintsin procedures 1o address complsints

+ Maintsin procedures o respond 10 requests for sccess o
persanal data

+ Maintsin procedures o respand 1o requests andior provide a

mecharism for indiiduals o update or comect their personal data
+ Maintsin procedures o respand 10 requests 1o optout of, restrict

or abject o processing
* Mainisin procedures 10 respond 1o requesis for information

NYMITY

innovating compliance

9. Respond to Requests and Complaints from Individuals
Maintain effective procedures for interactions with individuals about their personal data

+ Mantsin procecures 1o respand 10 requests for cats partabiity

+ Maintsin procedures 10 respond 1 requesis Io be forgasten or
for evasure of dsta

+ Maintsin Frequenty Asked Quesions o respond fo queries from
indridusts

* Investigate roct causes of data ivacy comglaints

« Moritor and report mekrics for dats precy complaints.
(e:3. number, oot cause)

10. Monitor for New Operational Practices
Monitor organizational practices to identify new processes or material changes to existing
processes and ensure the implementasion of Privacy by Design principles

Privacy Management Activities

* Integrate Privacy by Design inko system and product development

* ainsin PLADPIA uideines snd telsies
PIASDPIAS for new programs, systems, processes

o processes
Engage extemal siskehokders (e.3. indhiduals, privacy
‘advocates) as part of the PADP A process

Piis or DPYAS for changes 1 exisking programs, systems,

+ Track and address dats protection issuss idenfified during
PlA/DPIAS

+ Report PINDPIA anslysis and resulls 1o regulstors (where
requires) and extemal stskshobéers (i appropriste)

11. Maintain Data Privacy Breach Management Program
Maintain an effective data privacy incident and breach management program

Privacy Management Activities
+ Maintsin a dsta privacy nGidentireach response i
+ Maintsin a treach noffication (o aeced i vmus. =d

+ Convduct periodic Yesing of dafa privacy incidentfreach plan
+ Engage a breach resporse 1 provider

reporting (1o regulstors, Cred agencies, lsw

* Maintsin a kog to track dasta privacy incidentsibreaches.

« Moritcr and report data privacy incidentibreach metics
(&3 nature of treach, rik, root cause)

g 9
+ Ottain dsta privacy breach insurance coverage

12. Monitor Data Handling Practices
Verify operational practices comply with the data privacy policy and operational policies and
procedures, and measure and report on their effectiveness

Privacy Management Activities

+ Conduct sel-assessments of frivacy management
 Conduct Ineemal Audis of the privacy program .e. operationsl
auk of the Privacy Ofice)
« Conduct ahoc wakebroughs

+ Conduct sdho: assessments based on extemal events, such
a3 complsintsibveaches

®

Privacy Management Activities
+ Menfity cngoing privacy compliance requirements e.3., ls.
case kow, codes, ek

13. Track External Criteria
Track new

+ Engage a thind party to conduct suditsimsessments

+ Morikor and report péacy mansgement metsics

+ Maintsin documentaion as evidence fo demansirate camglisnce
andhor aocountsbity

. d for

demonz1stog camlisnce ' ‘eaulsars

requirements, expectations, and best practices

regarding recent
Ia:m‘,:nimmagewﬂmnhk

ummm,mdm

mmau,.mdewmmsmn'

« Asendiparicioate in pivacy confesences, nmsnswm implement charges
o hinketank events
+ Recordkepor on the racking of new laws, regulsions,
amendments or cther rule sources
12%eNans and intrmaton contared|
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Triage




Get a handle on your data
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Update your privacy policy




Create an appropriate privacy notice




Create an appropriate privacy notice

[’rivacy [Policy

’rivacy Brief

INGREDIENTS: ENRICHED FLOUR (WHEAT FLOUR, NIACIN, REDUCED
IRON, THIAMIN MONONITRATE [VITAMIN B1), RIBOFLAVIN [VITAMIN B2,
FOLIC ACID), CORN SYRUP, SUGAR, SOYBEAN AND PALM OIL (WITH T
FOR FRESHNESS), CORN SYRUP SOLIDS, DEXTROSE, HIGH FRUCTOSE
CORN SYRUP, FRUCTOSE, GLYCERIN, CONTAINS 2% OR LESS OF COCOA
(PROCESSED WITH ALKAL)), POLYDEXTROSE, MODIFIED CORN STARCH, SALT,
DRIED CREAM, CALCIUM CARBONATE, CORNSTARCH, LEAVENING (BAXING
SODA, SODIUM ACID PYROPHOSPHATE, MONOCALCIUM PHOSPHATE,
CALCIUM SULFATE), DISTILLED MONOGLYCERIDES, HYDROGENATED PALM
KERNEL OIL, SODIUM STEAROYL LACTYLATE, GELATIN, COLOR ADDED, SOY
LECITHIN, DATEM, NATURAL AND ARTIFICIAL FLAVOR, VANILLA EXTRACT,
CARNAUBA WAX, XANTHAN GUM, VITAMIN A PALMITATE, YELLOW #5 LAKE,
RED #40 LAKE, CARAMEL COLOR, NIACINAMIDE, BLUE #2 LAKE, REDUCED
IRON, YELLOW #6 LAKE, PYRIDOXINE HYDROCHLORIDE (VITAMIN Bg), RIS0-
FLAVIN (VITAMIN B2), THIAMIN HYDROCHLORIDE (VITAMIN By ), CITRIC ACID,
FOLIC ACID, RED #40, YELLOW #5, YELLOW #6, BLUE #2, BLUE #1.

Nutrition Facts

Serving Size 2/3 cup (55¢)
Servings Per Container About 8

Amount Per Serving

Calories 230 Calories from Fat 40
% Daily Value*

Total Fat 8g 12%

Saturated Fat 1g 5%
Trans Fat 0g
Cholesterol Omg 0%
Sodium 160mg 7%
Total Carbohydrate 37g 12%
Dietary Fiber 4g 16%
Sugars 1g
Protein 3g
1
Vitamin A 10%
Vitamin C 8%
Calcium 20%
Iron 45%

* Percent Daily Values are based on a 2,000 calorie diet.
Your daily value may be higher or lower depending on
your calorie needs.

Calories: 2,000 2,500

Total Fat Lessthan 65g 80g
Sat Fat Lessthan 20g 25¢g
Cholesterol Lessthan 300mg 300mg
Sodium Lessthan 2,400mg 2,400mg
rbohydrate 300g 375g
Dietary Fiber 25¢g 30g




Create an appropriate privacy notice




Be accountable for data processing




Be accountable for data processing

« Notice provided before processing
 Manage versions of the privacy notice
 Ensure consent was given by the data subject

« Document: The data subject has signed a contract
with the data controller

« Notice was provided after the fact (in the case of
legitimate interest)

o (Control which staff may access the personal data
consistently with what you have said in your notice

* [lersonal data Is deleted or anonymized once it Is No
longer needed



Respond to rights requests immediately




Respond to rights requests accurately

\/

AvOold unnecessary
scrutiny from
supervisory authorities




Respond to rights requests accurately

Data subjects have a
number of rights under
(he law

Right to Withdraw Consent Right to be Informed
You have the right to withdraw r consent for You have the right to be informed about what
processing your personal data. personal data is collected from you, and the

purpose it will be used for

&

Right to Recti

ition

Right of Ac

You have the right to a copy of the personal data You have the right to v and change

that we have collected naccurate personal data that we have collected

Right to Erasure
You have the right to be forgotten. You may ask

that we erase all your sonal data previously




Engage with customers: enable control

Preference and Consent I
Management Consent | have given

bHive

a REVOKE MY CONSENT
] Ve A model to show off a layered privacy notice strategy

ConsentCheq

consent all in one place.

Friendly Gesture

Friendly Gesture connects professional volunteers with needy citizens in our REVOKE MY CONSENT
\% y neighborhood

Consent | have revoked

Grocery Max




What did we learn today?

o With the time that remains before May 25, 2018,
one of the Rey ways your organization will draw
negative attention Is through interactions with
customers over the internet:

Understand where your data Is and how It IS moving

Start by developing the internal processes and
policies to maRe sure you can do what you are
committing to

[3e able to answer questions
Empower customers to make privacy choices
Ensure you can honour their choices
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Webinar Materials

WHY YOUNEEDIT FAQ PRICING CONTACTUS
&3 ConsentCheq

> PrivacyCheq

GDPR Educational Resou

Operationalizing GDPR Webinar Series

Best Practi

The GDPR Consent Lifecycle

GDPR Whitepapers

DPO's G

uide to Working with IT to Operationalize GDPR Compliance
Technical Requireme:

of the GDPR

Informational Links

ne publishers. It's about Privacy by Design
eld... Oh My!

Privacy: Hor

y v Shield Impact the Game Biz?
THOUGHT LEADERS: THE FUTURE OF CONSUMER 10T

http://www.consentcheg.com/index.php/gdpr-educational-resources/
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Coming Soon

NYMITY

GDPR Compliance
Webinar Series

Nymity has launched a webinar series: 13 Advanced GDPR
Compliance Webinars. These sessions are targeted towards

individuals responsible for implementing, managing and
demonstrating compliance to the GDPR. Each webinar will deep
dive on a specific topic relating to the GDPR, and will equip Privacy
Officers with advanced knowledge, case studies, tools, and
techniques to deal with complex requirements within the GDPR.

Register at Nymity.com — Workshops and
Webinars



PrivacyCheq

Ch e q IT Solutions for

GDPR Triage

Featuring guest speaker
Constantine Karbaliotis of Nymity

NYMITY

THIS PRESENTATION AND THE INFORMATION IN IT ARE PROVIDED IN CONFIDENCE, FOR THE SOLE PURPOSE OF PRIVACYCHEQ, AND MAY NOT
BE DISCLOSED TO ANY THIRD PARTY OR USED FOR ANY OTHER PURPOSE WITHOUT THE EXPRESS WRITTEN PERMISSION OF PRIVACYCHEQ.



