9 PrivacyCheq

March 27, 2020

Lisa B. Kim

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013

Via Email to: PrivacyRegulations@doj.ca.gov

Attn: Honorable Xavier Becerra, Attorney General

Re: Comments on NOTICE OF SECOND SET OF MODIFICATIONS TO TEXT OF
PROPOSED REGULATIONS Released March 11, 2020

Dear Mr. Becerra:

We are writing concerning the removal of guidance1 regarding the Opt-Out Logo
or Button as originally called for in AB-375, now in force’.

While the logo/button concept as a means for consumers to signal the DO NOT
SELL MY PERSONAL INFORMATION (DNSMPI) preference has proved elusive to
prescribe, we believe that the concept of using a recognizable and uniform
“trigger” graphic offering key just-in-time information to consumers is a sound
concept and should not be abandoned.

Instead of using a single-purpose Button/Logo graphic to just trigger the DO NOT
SELL preference, we suggest that the regulation recognize the utility of a
standardized graphic trigger (Figures 1 and 2) offering consumers a pop-up menu
of interactive “just-in-time” information and choices.

For the trigger graphic, we suggest adapting the public domain “Nutrition Facts”
format which is widely used, understood, and trusted by consumers around the
world. By substituting the words “Privacy Options” for the words “Nutrition

! §999.306(f) Opt-Out Button or Logo specification has been deleted in its entirety
2§1798.185(a)(4)(C) The development and use of a recognizable and uniform opt-out logo or button by all
businesses to promote consumer awareness of the opportunity to opt out of the sale of personal information.
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Facts”, and by making the framework interactive, the consumer can be presented
with a familiar, trusted display of privacy options. Below are some examples
demonstrating how such a trigger graphic might function in practice:

Figure 1 illustrates how a trigger graphic would appear on a sample website as
viewed on a large screen (laptop, tablet, etc.). The proposed Privacy Options
trigger is highlighted.
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California Consumer
Privacy Act (CCPA)

Home Privacy California Consumer Privacy Act (CCPA)

Background on the CCPA & the
Rulemaking Process

The California Consumer Privacy Act (CCPA), enacted in 2018,
creates new consumer rights relating to the access to, deletion of,
and sharing of personal information that is collected by
businesses. It also requires the Attorney General to solicit broad
public participation and adopt regulations to further the CCPA's
purposes. The proposed regulations would establish procedures
to facilitate consumers’ new rights under the CCPA and provide

guidance to businesses for how to comply. The Attorney General

cannot bring an enforcement action under the C
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Figure 2 illustrates how the same
trigger graphic would appear on the
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screen of a mobile device.
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The proposed Privacy Options
trigger is highlighted.
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With a Privacy Options trigger graphic in place, a consumer clicking on that trigger
can be immediately presented with an interactive® “just-in-time” menu of the
business’s information and options. An important distinction here is that the
consumer is presented with_all
relevant options, not just a single,
binary opt-out option presented by

a logo or button choice.

.

Figure 3 illustrates a sample
“just-in-time” Notice at Collection Privacy Options

on a mobile screen for a business Click blue facts for mora detail

that does not sell consumer’s PI. Our company name Wings Co.

Categories of data we collect

Furposes for how we use your data

Your privacy rights Details

Hotlinks to appropriate category,
purpose, rights, etc. info are clearly Methiods to opt ot — o
displayed, but DNSMPI (Opt-Out) is Full prvacy et —— Dur 0T B vessaagiicy
not displayed as it is not a relevant #
choice. Confusion is eliminated and
consumers’ trust is enhanced.

We Do Not Sell Your Personal Info _+

To further enhance clarity for the
consumer, a business may choose
to declare outright that they do not
sell consumer’s PI (highlighted).

3 A live demonstration of interactivity can be seen
by texting the word “ccpa” to 717-467-3214.

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA



9 PrivacyCheq

Figure 4 illustrates “just-in-time”
choices on a mobile screen for a
business that does sell consumer’s
Pl. The DNSMPI Opt-Out choice
(highlighted) is now prominently
presented, but still in context with
basic category, purpose, rights, and
other transparency information.

This is a great benefit to the
consumer in that s(he) has single
click access to the business’s salient
privacy facts before making what is
now an informed Opt-Out decision,
rather than blindly clicking a binary
yes/no button.

Privacy Options

Click blue facts for more detail.

Our company name Wines Co.

Categories of data we collect

Purposes for how we use your data

Do we sell your info Details

Your privacy rights Details

Methods to opt out Info

Full privacy details Qur legal privacy policy

—

Do Not Sell My Personal Info

Send Me My Personal Data
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Figure 5 illustrates how the
consumer can use the “just-in-time”
interactive notice to access the
business’s full privacy policy if/when
full detailed information is desired.

Clicking on the highlighted element
will link immediately to the
business’s full legal privacy policy.

Privacy Options

Click blue facts for more detail.

O company marm Winas Co.
Your privacy rights [ il
Methods to opt out

Full privacy details Cur legal privacy policy

Do Mot Sall My Info

Delete My Personal Data

Send Me My Personal Data
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Concluding, we suggest that operationalizing DNSMPI choice to consumers can
best be accomplished by making the Do Not Sell choice a feature of a larger
standardized framework offering all relevant choices to the consumer, not just
the DNSMPI choice. We suggest that the ubiquitous Nutrition Label framework
be named within the regulations as an example of a readily adaptable standard
and functional implementation of what is called for in §1798.185(a)(4)(C)*.

Thinking more generally, as CCPA is implemented, California has the opportunity
to inspire a de facto standard for “just-in-time” notice design that could be
embraced as best practice within the privacy community at large. As other
jurisdictions implement similar regulations across the United States, California’s
leadership in defining this standard could foster important harmonization of state
and federal laws going forward.

Additional information on practical CCPA just-in-time notice implementation can
be found in PrivacyCheq’s previous comment submissions to the CCPA Proposed
Regulation which closed on December 6, 2019 and February 24, 2020
respectively:

http://model.consentcheq.com/20191205-ccpal010-comment.pdf
http://model.consentcheqg.com/20200225-ccpa-comment-update.pdf

Thank you for these opportunities to comment.

Sincerely,

e

Dale R. Smith, CIPT
Futurist
drs@privacycheg.com

4 §1798.185(a)(4)(C) The development and use of a recognizable and uniform opt-out logo or button by all
businesses to promote consumer awareness of the opportunity to opt out of the sale of personal information.

PrivacyCheq, 146 Pine Grove Circle, York, PA, 17403, USA


http://model.consentcheq.com/20191205-ccpa1010-comment.pdf
http://model.consentcheq.com/20191205-ccpa1010-comment.pdf
http://model.consentcheq.com/20200225-ccpa-comment-update.pdf
mailto:drs@privacycheq.com

9, PrivacyCheq

via email to: PrivacyRegulations@doj.ca.gov
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